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ABSTRACT: Fingerprint recognition technology,
a branch of biometrics, utilizes unique fingerprint
characteristics to verify identity. Evolving from
manual fingerprinting methods to digital scanning,
this technology is now widely applied in security,
finance, healthcare, and mobile devices. Modern
fingerprint sensors can scan beneath the epidermal
layer, enhancing accuracy and anti-spoofing
capabilities. Notably, the Filterbank technique
improves fingerprint feature extraction using
spatial-frequency  filters,  optimizing  noise
resistance and enabling recognition even with low-
quality images. With cloud computing integration,
this technology continues to advance, offering
superior security and exceptional convenience.
KEYWORD: Filterbank, Hai Phong University,
Fingerprint identification.

I. INTRODUCTION

Biometric technology utilizes
physiological or behavioral characteristics to
authenticate personal identity and is considered a
highly reliable authentication method. Among
biometric modalities, fingerprint recognition has
the longest history of application, particularly in
forensic science, due to its proven uniqueness and
permanence. Fingerprint recognition systems
primarily rely on minutiae matching for detailed
feature analysis. The rapid advancements in
computer science and electronic engineering have
significantly reduced the cost of fingerprint
recognition systems, expanding their applications
beyond forensics to civil sectors such as passports,
mobile devices, ATMs, and driver's licenses.[1]

In this study, the author collected a
database of 100 fingerprint images for
experimentation. The processing steps included
histogram equalization and grayscale
normalization, fingerprint code (Finger Code)
computation, and the application of the FilterBank
technique to identify specific fingerprints within
the dataset.

I1. FINGERPRINT IDENTIFICATION
AND DECODING SYSTEM

1. Fingerprint Identification System

The fingerprint recognition system is an
advanced biometric solution widely applied in
security, access control, and identity verification.
The system operates through a sequential
processing workflow consisting of the following
key steps:
- Data Acquisition: Fingerprint images are captured
using specialized sensors or retrieved from a
database.
- Image Processing: Image processing algorithms,
such as histogram equalization, noise filtering, and
contrast enhancement, are applied to optimize input
data quality.
- Feature Extraction: The system analyzes and
extracts key biometric features, including ridge
endings, bifurcation points, ridge frequency, and
orientation.
- Matching and ldentification: Extracted features
are compared with database samples to determine
identity or grant access authentication.[2]
The system operates in two primary modes:
- Verification Mode (1:1): A one-to-one
comparison between the input fingerprint and a
pre-registered sample, requiring prior identity
information.
- ldentification Mode (1:N): A one-to-many
comparison where the input fingerprint is matched
against the entire database to determine identity
without user-provided information.
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Figure 1. Fingerprint Image
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2. FINGERPRINT DECODING

Fingerprint patterns are formed by ridges
and grooves on the fingertip surface. These ridges
typically run parallel but can also create distinct
shapes (Figure 1).

When a ridge suddenly terminates, the
point is referred to as a "ridge ending"; if a ridge
splits into two branches, it is called a "bifurcation
point.” These ridge endings and bifurcations,
collectively known as "minutiae," play a crucial
role in fingerprint recognition. A high-quality
fingerprint generally contains between 60 and 80
minutiae points, though this number may vary
depending on the fingerprint.

Each fingerprint must be analyzed based
on its core characteristics. The morphology of the
core allows fingerprints to be classified into six
types: plain arch (a), tented arch (b), right loop (c),
left loop (d), whorl (e), and double loop (f), as
illustrated in Figure 2.

Figure 2. Major Fingerprint Types

Fingerprint Decoding Methods

- Correlation-Based Method: This approach
directly compares the input fingerprint image with
the registered template using alignment techniques
and evaluates the correlation between the two
images.

Figure 3. Filterbank Technique Based on
Fingerprint Fusion

- Minutiae-Based Method: This method extracts
and marks key biometric features such as ridge
endings and bifurcation points. Matching is
performed by analyzing the spatial relationships
and patterns of these minutiae points.

- Filterbank Method:[3] This technique analyzes
fingerprints based on spatial frequency, orientation,
and phase. It employs filters to extract feature
information and performs matching based on the
structural patterns in the frequency domain.

3. FINGERPRINT RECOGNITION BASED
ON FILTERBANK

There are four main steps in the FilterBank-based
fingerprint recognition algorithm (Figure 3):

a. Region of Interest (ROI) Extraction:

- In a fingerprint image, not all regions contain
useful information. Some areas may be noisy,
blurred, or lack clear fingerprint features (e.g.,
image edges or regions degraded due to poor
scanning).

- The Region of Interest (ROI) in a fingerprint
image consists of all areas surrounding key
reference points. Each region is computed within
specific radius and angle constraints. The boundary
delineation of this extracted region follows a
honeycomb grid pattern (Figure 4).

Hexagonal Grid

b. Filtering ROI in Eight Directions Using Gabor
Filterbanks

In fingerprint images, ridge and groove
patterns form sinusoidal wave structures with
unique frequencies and orientations that gradually
vary across different regions. Bandpass filters are
tuned to suppress noise while preserving
fingerprint structures.[4,5]

The Gabor filter (Figure 5), with
optimized parameters, is used to analyze and retain
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the essential features of ridges and valleys in
fingerprint images. By applying Gabor filters in
eight different orientations, the system enhances
the clarity of ridge structures while reducing
distortions and background noise.
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Figure 5. Gabor Filtering. (a) Ridge and valley
structures in the fingerprint image, (b) 1D
Gabor filter applied along the x-axis, (c) Gabor

filter in the spatial domain.

The Gabor filter exhibits both frequency
selectivity and directional selectivity, making it
optimized for resolution in both the frequency and
spatial domains. Fine details can be interpreted as
critical points along the ridgeline structures, which
represent the essential information the system aims
to capture.[5,6,7]

Figure 6. Fingerprint Image Enhancement
Using Gabor Filter.

As a result, properly tuning the Gabor
filter can effectively suppress noise, preserve ridge
structures and valley patterns, and extract
directional information from the fingerprint image
in a specific orientation..

c. Computing the Average Absolute Deviation
(AAD) to Generate the Feature Vector
(FingerCode).

After obtaining eight filtered images, the
variance of pixel values is computed within each
region to construct the feature vectors, also known
as FingerCode, for identification purposes.

A higher variance in a region indicates
that the ridge structures are aligned parallel to the
applied Gabor filter orientation.

A lower variance suggests that the ridges
are orthogonal to the applied Gabor filter direction.

This variance-based analysis helps in
encoding the fingerprint's unique texture patterns
into a compact feature representation.

Figure 7 illustrates the fingerprint and its
corresponding feature vector representation. The
grayscale levels within a circular region represent
the feature values for that area in the corresponding
filtered image.
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Figure 7. Feature Vector.

Notably, Figures 7(c) and 7(d) appear
similar to Figures 7(g) and 7(h); however, the
circular regions represent two different fingerprints
and exhibit distinct patterns. This distinction
highlights the ability of the feature extraction
process to capture unique fingerprint characteristics
despite similarities in overall structure.

d. Calculating the Euclidean Distance Between
Two FingerCodes for Correlation Results

- Once the FingerCodes of two fingerprints are
obtained, the algorithm measures their similarity
using the Euclidean distance.

- Each fingerprint is represented as a feature vector
(FingerCode).

- The Euclidean distance between two vectors is
computed using the

formula:
d=/2LAm—mf#u)

Trong d6: x;,y;: are the i-th feature values
of the two FingerCodes; n is the total number of
features.

A smaller distance indicates a higher
similarity between the two fingerprints, while a
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larger distance suggests a lower match
likelihood.[8]

Figure 8. Collected Fingerprint Images.

111.BUILDING AFINGERPRINT
RECOGNITION SYSTEM BASED ON
THE FILTERBANK TECHNIQUE

3.1. DATA COLLECTION
The collected fingerprint images vary in quality
due to experimental conditions. Some images
exhibit high contrast, while others have low
contrast or are affected by noise, among other
factors (Figure 8).

3.2. IMAGE PREPROCESSING (IMAGE
NORMALIZATION)

Due to the discrete nature of variables, the
histograms of processed images are not uniform.
Histogram equalization enhances image quality by
spreading the intensity levels of the input image
across the full intensity range.[9]
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Figure 9. Histogram of the Original Fingerprint.

After applying Histogram Equalization
(HE), the results show a significant improvement in
mean intensity and contrast in the equalized
histogram. These enhancements are also evident in
the corresponding comparison histograms.
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Figure 10. Histogram of the Fingerprint After
Equalization.

3.3. DEFINING THE REGION OF INTEREST
(ROI)

As mentioned in Section I, the required
ROI ratio must incorporate all components within a
circular region centered at the reference point. To
accurately extract the ROI, the process must:

a. Accurately Identify the Reference Point

Step 1: Divide the input fingerprint image into
non-overlapping pixel blocks of 15x15 pixels to
facilitate structured analysis and processing..

Step  2: Compute the gradient angles
d,(i,j)anda, (i,j) at each point (i, j) using the
Sobel operator.

Step 3: Estimate the orientation of each block
centered at a pixel using the following
equations:

w

- . +m +
KGN =% 2,5 "7 4 0.v) #(2)
2 2

i
u= =j

. W 4
l+? ]+7

Bap= D D awnHE)

u=i—%p=j -
St vETS

o1 VG )
0(i,j) 2tan (Vy(i,j))#(4)
Step 4: Smooth the orientation field using a
Gaussian filter to reduce noise and enhance
continuity in the fingerprint ridge flow.

Figure 11. Region S Surrounding the Point
(icje)
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Step 5:Initialize a label image (L) with the same
dimensions as O. The label image L will be used to
mark reference points.

For each pixel (i, j.)in D, define a
surrounding region S around (i.,j.) . Assign
corresponding pixel values in L using the following
equation:

LGejd) = ) |cos(0.0.) = 0a (i) #(5)

(@ij)es

Where: 6,(i,j): represents the ridge
orientation at (i, j) within S; 6,(i,j): denotes the
perpendicular direction to the line connecting (i,j)
and (ic, jc)-

If (i.,j.). is located at the ridge center,
6,and@, will exhibit similar values at the highest
point within S, resulting in high values in L.
Identify the global maximum and secondary peak
in L. If a double-loop pattern is detected in the
fingerprint image, the midpoint of the connecting
line should be designated as the reference point.
Otherwise, the maximum value location is assigned
as the reference point.
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Figure 12. Reference Position Identification.

b. Embedding Images in Key Regions

With I(x,y)representing the grayscale
levels at pixel (x,y) in a fingerprint image of size
MxNand (x.,y,.) denoting the grayscale levels at a
specific pixel, the Region of Interest (ROI) is
defined as the set of samples computed in the
parametric domain (r, 8)according to:[10]

(x,y)

b(T; +1) <r < b(T))
0, <0 <0,
1<x<N,1<y<M

with: T, = i/k; 6; = (imodk) 2™/,

r=J&x-x)"+ (- y)%
0 = tan™! (ﬁ)

X—X¢

S, = #(6)

b: The width of each frequency band (b = 20).
k: The number of disks per band (k = 16).
B: The number of bands considered around the
reference point for feature extraction (B = 5).
i=0..(Bxk—1).

In a fingerprint image scanned at 500 dpi
(a standard established by the FBI), a 20-pixel-
wide band captures a region encompassing
fingerprint ridges and valleys. As a result, this
bandwidth is necessary to capture a single minutiae
detail in a localized region, facilitating the
extraction of distinctive fingerprint features.
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Figure 13. Segmentation of the image into
sectors.

Figure 14. Image Mosaicking.

The bands within the same circular region
are not used for feature extraction because the
ridges surrounding a point in this area exhibit a
very high curvature (core), resulting in low
coherence.
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3.4. GABOR FILTERING

| GettheROI \
6=25
i=0
1=1+1
L A
Compute Gabor Kems

at direction & =i%8,

:

Filter the input Sngerpant with the
& —direction Gabor lemel

Y
Save the §- direchion filtered image

i

i<8

Yes

No

Figure 15. Flowchart of Gabor filter algorithm

The general form of the Gabor filter is as follows:

—1[x5 5
G(x,y,f,0) =exp {7 [0—3+0—}% }cos(anxg)

Xg = xcosO + ysinf; yy = —xsinf + ycos
Where: 8: The orientation of the ridge flow along
the x-axis; f: The selected frequency xgzin the
direction of the ridge flow; o,,0,: The standard
deviations of the Gaussian function along the
respective axes xg,y,.[12]

The frequency is determined based on the
average ridge frequency (1/K), where K represents
the distance between two consecutive ridges. For
fingerprint images scanned at a fixed resolution,
the ridge and valley frequency within a specific
region falls within a certain range.

The characteristics of the database play a
crucial role in selecting the parameters for the
Gabor filter. After examining the collected
database, | selected the parameter settings:

{f = %;Jx =3.0,0, = 4.0}to implement Gabor
filters in the spatial domain with a specified kernel
size. Figure 16 illustrates that the Gabor kernel

exhibits the same spatial frequency as in the
fingerprint image.

(b} khoi vin tay phu

Figure 16. Gabor Kernel.

{a) Hat nhin Gabor # =(f

With four orientations, it is possible to capture the
entire fingerprint image, while eight orientations
are required to capture the eight reference point
values in the designated regions.

ge{0 225% 45° 675" 00%, 112.5% 135", 157.5%

(st -4°225 (ghaw z‘.‘.“*
Figure 17. Fingerprint Image Filtering in 8
Directions Using Gabor Filter.

Reconstruct the fingerprint from the filtered images
to enhance the fingerprint to the highest possible
image quality.

(a). Hinh anh ban du (b). Hinh anh sau loc

Figure 18. Fingerprint Image Reconstruction
Using 8-Direction Gabor Filter.

3.5. FEATURE VECTOR
WithF,, (x,y)la 6 — directionFilter the
image for sector S;. Now, for
allv; e
{0°,22.5°,45°,67.5°,90°112.5°,135°,157.5°},
the absolute deviation from the mean gray value
(AAD) is defined as:
1
Vie=— () I y) = Pyl ) #(7)
1

n
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where:n;: is the number of pixels inS;; Pg: is the
pixel value ofF;q (x, y)in sectors;.

The image filtering process enhances the
boundary between ridge and valley structures,
creating a clear distinction between pixel values
and the mean value. As a result, a high AAD is
observed in the ridge-valley structure. The disk in
Figure 19(b) illustrates the AAD values in different
subregions, represented by varying shades of gray.
Darker areas correspond to lower AAD values.

(b)

Figure 20. Feature Vector of Filtered
Fingerprint Image f011

Corresponding to the eight filtered images,
a total of 640 values (derived from filtering eight
images with 80 components) are extracted as
feature vectors or the FingerCode for each
fingerprint of interest.

The FingerCode images below contain
eight characteristic  disks, with each disk
representing a single filtered image. Figures 20 and
21 display FingerCodes extracted from two
different fingerprint images taken from the same
user, as do Figures 22 and 23. The sets of disks
appear almost identical when the fingerprints are
taken from the same user, whereas the reference
disks for two different users are significantly
different.

-----

Figure 21. Feature Vector of FiItered
Fingerprint Image f012

Figure 22. Feature Vector of Filtered
Fingerprint Image f021

Figure 23. Feature Vector of Filtered
Fingerprint Image f022

3.6. FILTERBANK-BASED COMPARISON
Begin

Read the two FingerCodes

Compute
the difference between FingerCodes

Comynite matching score

Matching score < threshold

Yes

Matched Not matched

Figure 24. Comparison Algorithm

The difference is calculated using the Euclidean
distance between two
FingerCodes:

deua = IV = ClI*#(8)

DOI: 10.35629/5252-0704102110

[Impact Factorvalue 6.18| ISO 9001: 2008 Certified Journal ~ Page 108



\1mi , International Journal of Advances in Engineering and Management (IJAEM)

e Volume 7, Issue 04 April 2025, pp: 102-110 www.ijaem.net
IJAEM

where: V is the FingerCode of the input fingerprint,
C is the FingerCode of the fingerprint being
compared.

Figure 28. Fingerprint Saving

The "Get" button will trigger the "Open”
dialog, allowing the user to select the required
fingerprint (BMP file) from the collected database
(Figure 28).

b. User Interface

¢¢
¢

Figure 26. Comparison with Sample 28.9 adcts ' ) Vishs
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3.7. ACHIEVED RESULTS ;
. . Figure 29. User Interface
a. Template Configuration Mode g

When starting the experiment, the user is

I] required to provide their username and select their
- representative fingerprint stored in the database. If
the username already exists with the presented

P ‘ fingerprint, the program will allow the user to

continue their work within the system (Figure
28.a). Otherwise, the program will reject the
process (Figure 30.b).

Tl AD Tomphion

Figure 27. User Interface for Template
Configuration Mode

@ (b)

Figure 30. Fingerprint Image Verification Mode
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There are 20 users in the system, and 71
fingerprint images are used for matching purposes.
To establish the accuracy of the fingerprint
comparison method, each fingerprint image
corresponding to a user is matched against all 71
fingerprint images in the database. For the
collected database, a total of 1,420 comparisons
were performed. Each image in the database
undergoes one genuine comparison. As a result, the
verification mode conducts 71  genuine
comparisons and 1,349 impostor comparisons.

V. CONCLUSION

The technique is applied at both local and
global levels. Each fingerprint is filtered through
eight orientations using the Gabor filter. A fixed-
length FingerCode is extracted from the input
fingerprint. The FingerCode is compact, requiring
only 640 bytes. During the matching phase, the
Euclidean distance between FingerCodes is
computed for comparison.

The fingerprint recognition method based
on the FilterBank technique enhances fingerprint
image quality by utilizing histogram equalization
and normalization before applying the Gabor filter.
The optimal parameters for the Gabor filter are
selected to ensure effective filtering. Additionally,
fingerprint filtering is performed in square blocks
to preserve the ridge and valley structures within
the region of interest (ROI).
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