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ABSTRACT 
Wireless Sensor Networks (WSN) based healthcare 

systems are increasing day by day to advise the 

health status and living environment habitat of 

peoples. However, WSN based healthcare 

application suffers from the issues related to 

privacy and security. Susceptible attacks and 

security consideration comes into WSN based 

healthcare applications as an interesting and 

challenging problem. One of the challenges in 

WSNs is to provide high-security requirements 

with constrained resources. The security 

requirements in WSNs are comprised of node 
authentication, data confidentiality, anti-

compromise and resilience against traffic 

analysis.In this paper, wehave proposed a privacy 

preservation scheme for WSN based healthcare 

application utilizing the principles of multipath 

routing, secret sharing and hashing. The healthcare 

data collected from the wireless sensor network is 

splits into n components. Further, the hash value is 

computed for each component with the help of 

well-known hashing technique. The change in hash 

value is used to detect changes in the message. 
These n components are then transferred to n 

servers, with the help of multipath routing. This 

article provides extensive simulations to validate 

new approach. Results show that secret splitting 

along with multipath routing helps to attain privacy 

preservation in WSN based healthcare system." 

KEYWORDS: Elliptic curve cryptography, User 

Authentication, Access control, Wireless Sensor 

Networks 

 

I.   INTRODUCTION 
The security of wireless sensor networks 

is becoming increasingly important as they grow 

more ubiquitous. This is especially true for 

products like medical sensors, where 
confidentiality is critical.The WSNs sensors are 

used to measure, monitor and record the patient's 

data such as blood pressure, heart rate, temperature 

and other vital data. These devices frequently 

communicate sensitive data, necessitating the use 

of a cryptographic technique that ensures data 

confidentiality and integrity, as well as the 

legitimacy  of people using the sensor network's 

devices. All of these are provided by public-key 

cryptography; but, owing of computational and 

battery power limits, the most prevalent public-key 

algorithm (RSA) cannot be used because it is too 
computationally expensive. Because it requires 

substantially smaller key sizes, Elliptic Curve 

Cryptography (ECC) presents an option that 

provides comparable security strength 

withsignificantly less computation. Data 

encryption, digital signatures, user authentication, 

and other applications have all made substantial use 

of public-key cryptography. In comparison to the 

widely used symmetric key cryptography in sensor 

networks, public-key cryptography offers a more 

flexible and straightforward interface that requires 
no key predistribution, pairwise key sharing, or a 

sophisticated one-way key chain mechanism. 

However, there is a widespread perception in the 

sensor network research community that public-key 

cryptography is not feasible since the required 

computational intensity is incompatible with 

sensors with limited processing power and energy 

budget. The preliminary investigation appears to 

debunk this myth. The Wireless Sensor Network 

(WSN) is a self-organizing network that consists of 

a collection of sensor nodes that collect 

environmental data and communicate it to a sink or 
base station. The information can be gathered from 

the base station for further assessment. Sinks in 



 

      

International Journal of Advances in Engineering and Management (IJAEM) 

Volume 4, Issue 6 June 2022,   pp: 1912-1917 www.ijaem.net    ISSN: 2395-5252 

 

 

 

 

DOI: 10.35629/5252-040619121917  Impact Factor value 7.429  | ISO 9001: 2008 Certified Journal  Page 1913 

WSNs can be either static or dynamic. For some 

applications, a static sink is utilised as a battlefield 

environment, whereas a dynamic sink is used as a 

disaster management system. 
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III.   PROPOSED APPROACH 
Proposed scheme implements Elliptic 

Curve Cryptography (ECC) for secure medical data 

transmission and key distribution.Elliptic Curve 

Cryptography (ECC) is a key-based technique for 

encrypting data.ECC focuses on pairs of public and 

private keys for decryption and encryption of web 

traffic. ECC is frequently discussed in the context 

of the Rivest–Shamir–Adleman (RSA) 

cryptographic algorithm.It has been proved that 

ECC is a better asymmetric algorithm than RSA 

due to level of security achieved by using small key 

size. Previously, proposed approach has used ECC, 
but replay attack and mutual authentication was 

major concern in that approach. Our proposed 

technique use ECC approach for secure data 

transmission and resolve these issues. Replay 

attack issue can be resolved using time stamp 

value. This value would enable receiver to identify 

the status of message. Real message would contain 

current time whereas replay attack message would 

contain old time. Apart from replay attack issue, 

mutual authentication is one of the most important 

requirements in WSNs due to the privacy and 

security concern of data. Proposed technique 
describes that Sink node would authenticate the 

base station serverbefore actual transmission of 

medical data and base station server would also 

authenticate the sink node before any actual reply. 

However, devices are having resource constraints, 

so large computations  cannotbe  performed 

because they may slowdown the overall 

performance. 
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IV.  BLOCK DIAGRAM 

 

 
 

 

VI.  ELLIPTIC CURVE 

CRYPTOGRAPHY 
Elliptic Curve Cryptography (ECC) is an 

asymmetric cryptographic algorithm. It is one of 

the most secure algorithms which includes very 

few computations and a very small key size, but 

achieves better security than other algorithms 

which include heavy computations and large key 

size. ECC provides same level of security with 

112-bit key size in contrast to RSA with 512-bit 

key size. ECC encodes any message in form of co-

ordinates on any plane curve. That plane curve is 
based on any cubic curve equation. ECC was 

proposed by Neil Koblitz and Victor Miller in 

1985. Common equation of ECC is 

y2=x3+ax+b.Computations (which are involved in 

ECC) follow different steps for compute the 
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results. Addition of two points on the curve is the 

reflection of intersecting point generated by the 

straight line passing through those two 

points.Multiplication is the repeated addition of 

points.Encoding of message in form of points on 
curve has powerful security because of 

computations. 

 

V.    SYSTEM ARCHITECTURE 
 NS2 provides users with an executable 

command “ns” which takes one input argument, the 

name of a Tcl simulation scripting file. In most 

cases, a simulation trace file is created and is used 

to plot graph and/or to create animation. NS2 
consists of two key languages: CCC and Object-

oriented Tool Command Language (OTcl). While 

the CCC defines the internal mechanism (i.e., a 

backend) of the simulation, the OTcl sets up 

simulation by assembling and configuring the 

objects as well as scheduling discrete events (i.e., a 

frontend). The CCC and the OTcl are linked 

together using TclCL. Mapped to a CCC object, 

variables in the OTcl domains are sometimes 
referred to as handles. Conceptually, a handle is 

just a string (e.g., “_o10”) in the OTcl domain and 

does not contain any functionality. Instead, the 

functionality (e.g., receiving a packet) is defined in 

the mapped CCC object (e.g., of class Connector). 

In the OTcl domain, a handle acts as a frontend 

which interacts with users and other OTcl objects. 

It may define its own procedures and variables to 

facilitate the interaction. Note that the member 

procedures and variables in the OTcl domain are 

called instance procedures (instprocs) and instance 
variables (instvars),respectively. Before proceeding 

further. 

 
 

VII.MODULES 
1. Implementation of WSN and Qos 

Analysis 

In this module, a WSN is implemented. Nodes are 

randomly deployed in the network area. Nodes are 

moving in inconsistent speed in different direction. 

Data communication is enabling and data packets 

are transmitted between the vehicular nodes. The 

malicious node is randomly selected and 

configured. The malicious nodes are configured to 

attract and disturb the data  

2. Implementation of PML-CIDS scheme 

The pre-processing engine gathers and 
pre-processes the real-time WSN system data that 

describe the system activities in a vehicle. If the 

user of the vehicle requires the current classifier to 

be updated, then the P-CML engine is initiated. 

The local detection engine uses the newly retained 

classifier to analyze the system data. Otherwise, the 

current classifier is used in the classification of 

intrusions. If any intrusion is classified, the alarm is 

triggered. 

 

3. Performance analysis 
In this module, the performance is 

analyzed on both the implementations. The results 

are logged in a separate trace file. The values for 

the parameters like delay, throughput, energy and 

overhead are analyzed. The results are plotted into 

xgraphs and analyzed. 

 

4. Intrusion detection systems (IDSs):  

Intrusion Detection System is important 

devices that can mitigate the threats by detecting 

malicious behaviors. Furthermore, the 

collaborations among vehicles in WSNs can 
improve the detection accuracy by communicating 

their experiences between nodes. 
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VIII.   FUTURE WORK 
Developing, An Intrusion detection tool 

(Software) , using method proposed through this 
research. • Investigating, applicability of 

unsupervised data mining techniques for intrusion 

detection. • Developing, a system that operates with 

a more global scope may be capable of detecting 

distributed attacks or those that affect an entire 

enclave. Development of such a system would be a 

valuable contribution to the study of intrusion 

detection. +This study was carried out using 

supervised data mining techniques. Supervised 

Classification algorithms such as J48 decision tree, 

rule based One R and bayes net algorithms. So 
further investigation needs to be done using other 

classification algorithms such as Neural Networks 

and Support Vector Machine plus using association 

rule discovery. 

 

                         

IX.   RESULT 

     
Fig 1.Detecting malicious node using elliptic curve     Fig 2.Setting safer path to send the data in 

Cryptography in Wireless Sensor Network   Wireless Sensor Network 

 

X.GRAPH 

 

  
Fig 3.Delay graph of output  Fig 4.Throughput graph of output 
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Fig 5.Energy graph of output 

 

IX.   CONCLUSION 
WSNs are widely utilised in a variety of 

vital applications, so securing them has been a top 

focus for the research community. An elliptic 

curve-based security Our signcryption-based 
protocol uses the least computing time for the 

gateway in contrast to existing protocols while 

delivering the same or higher security level, 

making it appropriate for security and 

privacycritical WSN applications.protocol for 

WSNs is provided in this work, which successfully 

provides user anonymity, secrecy, mutual 

authentication, and safe key formation while 

consuming less computational time than existing 

related systems. The proposed protocol also 

protects against offline dictionary attacks, insider 
attacks, impersonation attacks, replay attacks, and 

stolen verifier attacks, according to the researchers. 
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